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Declaring and creating 
infrastructure resources 

through code
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Infrastructure as Code (IaC)

Using Terraform Safely

• AWS Cloudformation
• Azure ARM 

Templates
• Pulumi
• HashiCorp Terraform



HashiCorp Terraform
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• Written in Golang
• Resource declaration 

in HCL
• Terraform providers 

for resource 
interation



Terraform Modules
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A container for 
multiple resources 
used together.

Using Terraform Safely

• Corporate EC2 Instance
• Application Stack
• AWS Network Stack
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Public Terraform Modules
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https://registry.terraform.io/ https://github.com/search?q=terraform+module

GitHub: 4,467 Terraform ModulesTerraform Registry: 109 Terraform Modules

https://registry.terraform.io/
https://github.com/search?q=terraform+module
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Public Terraform Modules
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Speed 
(Agility)

Security
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Public Terraform Modules

Using Terraform Safely

• Develop a formal module 
review process

• Understand the 
technology

• Update the module 
version accordingly



Terraform Secrets
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https://www.terraform.io/docs/state/sensitive-data.html

https://www.terraform.io/docs/state/sensitive-data.html
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Terraform Secrets

https://www.terraform.io/docs/providers/tls/r/private_key.html

tls_private_key resource

https://www.terraform.io/docs/providers/tls/r/private_key.html
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Terraform Secrets

Terraform Show Output
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Terraform Secrets

State Storage Encryption
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Terraform Secrets

Jenkins Console Output
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Terraform Secrets

Jenkins Log File
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Terraform Secrets

• Terrahelp: A tool written in GO that integrates with 
HashiCorp Vault to provide both file and inline encryption 
of Terraform state files.

• Terraformectomy: A shell script for redacting aws secrets 
from Terraform state files.

• Terraform IAM Redact Script: Another shell script for 
redacting AWS secrets from Terraform state files.

https://github.com/opencredo/terrahelp
https://github.com/tgjamin/terraformectomy
https://github.com/swoodford/aws/blob/master/terraform-redact-iam-secrets.sh
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Terraform Secrets

There's no perfect solution but knowledge is 
power and knowing is half the battle
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