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HACKERS!	
HACKERS	

EVERYWHERE!



310/23/2013	 @joshcorman
~	Marc	Marc	Andreessen	2011

XXXXXXX

HAS ALREADY CONSUMED
Source:	Security	is	Dead.		Long	Live	Rugged	DevOps:		IT	at	Ludicrous	Speed	- Josh	Corman,	Gene	Kim



Incentives 
incentivise

ON TIME ON BUDGET ACCEPTABLE	
QUALITY/RISK

From:	Continuous	Security:	5	Ways	DevOps Improves Security	– Josh	Corman



100:1
developers outnumber application security



Natural 
implications



“You cannot inspect quality into a product.”

W. Edwards Deming
Out of the Crisis

1982
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Defensible	Infrastructure

Operational	Excellence

Situational	Awareness

Counter-
measures

Source:	Security	is	Dead.		Long	Live	Rugged	DevOps:		IT	at	Ludicrous	Speed	- Josh	Corman,	Gene	Kim

The 
domains of 
security



Modern 
applications 
are mostly 
assembled



The 
Perspective 
of Maven 
Central
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DOWNLOAD RECORDS FOR PyPI 



1-in-5 had or suspected a breach related 
to an open source component in the 

past 12 months.



Analysis of 
25000+
Applications

Source:	2016	State	of	the	Software	Supply	Chain	Report

106
components

24	
known	

vulnerabilities

9
restrictive	
licenses



DevCDCI

Prod

QA

UAT
Build

Public Component
Repositories

Source Control DeployRepository

Developers

Up-front manual checks 
days-weeks

Near-production pen 
test & scan/scold

Weeks-months



Open Source Repositories Local Repositories Finished Applications

6.1%
component downloads are 

vulnerable

5.6% 
components in repository 
managers are vulnerable

6.8%
components in applications 

are vulnerable

State of the software supply chain 2016

Implications



DEFECT RATIO FOR JAVASCRIPT

Source:	Thou	Shalt	Not	Depend	on	Me:	Analyzing	the	Use	of	Outdated	JavaScript	Libraries	on	the	Web,	©	2017	NDSS,	Northeastern University

87%
of handlebars inclusions
were known vulnerable

37%
of jQuery inclusions

were known vulnerable

40%
of Angular inclusions

were known vulnerable

37% 
websites include 
at least one 
library with a 
known 
vulnerability



18,330,958
78% downloads were vulnerable

COMMONS COLLECTION
CWE-502

23,476,966
total downloads in 2016



Transitive
dependencies
– Maven
Central 2015

Millions of components with complex
interdependencies







WHERE IS SECURITY BEING AUTOMATED?



UNIT
INTEGRATION

FUNCTIONAL

SYSTEM
ACCEPTANCE

The onion 
model of 
testing

SECURITY



DevCDCI

Prod

QA

UAT
Build

Public Component
Repositories

Source Control DeployRepository

Developers

OSS analysis (NLC, OWASP Dep Check)
Static & Dynamic code analysis
Fuzz
Unit tests, BDD tests

TDD Test suite
Infrastructure Test suite
Behavioural test suite
Security Test suite (Gauntlt, Metaspoilt, OSS analysis)

ZAP Proxy
Infrastructure tests
Chaos Monkey
Gauntlt
Secret managers

Red & Blue teaming
Security incident monitoring
AppSensor
Kibanah, Splunk

https://github.com/devsecops/awesome-devsecops



Good Procurement Bill - US

Ingredients
Anything sold must provide a Bill of Materials of 3rd

Party and Open Source Components

Hygiene & Avoidable Risk
Cannot use known vulnerable components

Remediation
Must be patchable/updateable





Design an 
approach 
that works 
with not 
against



Know what 
you run

Applications
OS Packages
Libraries
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Synchronous

Asynchronous
Use the CI 
Pipeline to 
incrementally 
improve 
security 
practices



****	COMMERCIAL	DISCLAIMER	– OTHER	TOOLS	EXIST	J

Synchronous 
testing 
occurs at 
every build



[INFO] Evaluating policies... (ETA 30s)
[INFO] -----------------------------------------------------------------
-------
[INFO] BUILD FAILURE
[INFO] -----------------------------------------------------------------
-------
[INFO] Total time: 37.210 s
[INFO] Finished at: 2015-10-21T18:38:53+01:00
[INFO] Final Memory: 17M/496M
[INFO] -----------------------------------------------------------------
-------
[ERROR] Failed to execute goal com.sonatype.clm:clm-maven-
plugin:2.1.1:evaluate (default-cli) on project WebGoat: Sonatype CLM 
reports policy failing due to
[ERROR] Policy(No high sec vulnerabilities) [
[ERROR] Component(gav=commons-fileupload:commons-fileupload:1.2.1, 
hash=384faa82e193d4e4b054) [
[ERROR] Constraint(No secs) [Security Vulnerability present because: 
Found 4 Security Vulnerabilities, Security Vulnerability Severity >= 7 
because: Found Security Vulnerability with Severity >= 7] ]]



Asynchronous 
testing –
outside of 
Delivery Cycle

Deep dive



Be 
transparent 
with 
information

Wall of 
shame = yay



Get 
involved!
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