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SOFTWARE s EATING THE WORLD

us ALREADY CONSUMED

Source: Security is Dead. Long Live Rugged DevOps: IT at Ludicrous Speed - Josh Corman, Gene Kim

~ Marc Marc Andreessen 2011
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Counter-
measures

The
domains of
security

Operational Excellence

Defensible Infrastructure

Source: Security is Dead. Long Live Rugged DevOps: IT at Ludicrous Speed - Josh Corman, Gene Kim



Modern
applications
are mostly

assembled
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Components

_.--» Original Code

80% to 90% of a typical
application is composed of
components.
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DOWNLOAD FOR PyPI
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Cool things: In the last month PyPI has served
half a petabyte worth of content with 4.4 billion

requests.
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1-in-5 had or suspected a breach related
to an in the
past 12 months.

n =1,327
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Up-front manual checks
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Open Source Repositories

Implications

6.1%

component downloads are
vulnerable

Sonatype State of the software supply chain 2016




37%
websites include
at least one

library with a
known
vulnerability
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DEFECT RATIO FOR JAVASCRIPT
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87% 37% 40%

of handlebars inclusior of jQuery inclusion of Angular inclusions
were known vulnerabli were known vulnera were known vulnerable

Source: Thou Shalt Not Depend on Me: Analyzing the Use of Outdated JavaScript Libraries on the Web, © 2017 NDSS, Northeastern University



COMMONS COLLECTION

CWE-502

® B 18,330,958

78% downloads were vulnerable
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BEVSECORS

Leaning in over Always Saying “No”

Data & Security Science over Fear, Uncertainty and Doubt
Open Contribution & Collaboration over Security-Only Requirements
Consumable Security Services with APIs over Mandated Security Controls & Paperwork
Business Driven Security Scores over Rubber Stamp Security

Red & Blue Team Exploit Testing over Relying on Scans & Theoretical Vulnerabilities
24x7 Proactive Security Monitoring over Reacting after being Informed of an Incident

Shared Threat Intelligence over Keeping Info to Ourselves

Compliance Operations over Clipboards & Checklists



OWASP

The Open Web Application Security Project

OWASP Top 10 - 2013

The Ten Most Critical Web Application Security Risks



WHERE IS SECURITY BEING AUTOMATED?
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» During QA/Test » Priortorelease »  Production

into production

Bl 2017 Mature DevOps Practices
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Throughout
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Public Component

) issues
TDD Test suite
Infrastructure Test suite

ZAP Proxy / N
Behavioural test suite Infrastructure tests ' Dev
Security Test suite (Gauntlt, Metaspoilt, OSS analysis) Chaos Monkey

Gauntlt
Secret managers
'/

‘ .
n’iovceme“
e

Repository Deploy \

Source Control

Red & Blue teaming
Security incident monitoring
AppSensor

Kibanah, Splunk

OSS analysis (NLC, OWASP Dep Check)
Static & Dynamic code analysis

Fuzz
Unit tests, BDD tests https://github.com/devsecops/awesome-devsecops

Developers




MAYO
CLINIC

Good Procurement Bill - US

Ingredients
Anything sold must provide a Bill of Materials of 3
Party and Open Source Components

Hygiene & Avoidable Risk
Cannot use known vulnerable components

Remediation
Must be patchable/updateable
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. Group:
Artifact:

Version:

Declared License:
Observed License:
Highest Policy Threat:
Highest Security Threat:
Cataloged:

Match State:

org.apache.struts
struts2-core
234

Overridden License; -

Apache-2.0

Apache-2.0

I} within 2 policies

m within 19 security issues
1 year ago

exact

Popularity

License Risk

Security Alerts

Oider This Version Newer
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®ece ] sonatype Nexus Pro = GLM Management a Dashboard [Jenkins] CLM Report +
€ ttp://localhost:8 a Sear wB ¥ A =
(&) Most Visited ~ Large Persistent C... [l Google @ Getting Started  [[] Sonatype Nexus P... §¢ System Dashboar...

& Jenkin

— p— m
Jenkins

ABLE AUTO REFRI

New Item

& People

Zadd description

Design an

= Name | Last Success Last Failure Last Duration Policy Violations
a pproach p— — »
Enterprise App Snap with Nexus Pro Staging ~ 2 mo 3 days - #85 25 min - #88 1 min 10 sec 3 4 31
. Project Relationship 9 4 OF Y
th 5 t W : I : S a=| Check File Fingerprint EnterpriseApp1 3 mo 23 days - #107 21 min - #134 2 min 9 sec £ @08 33
2. Manage Jenkins Hadoop r N/A 3mo 1day - #25 2 min 41 sec '-i) 2@
o Credentials
WI th n ot A Ozone Widget Framework N/A 7 days 3 hr - #10 55 sec 2
Build Queue — WebgoatSrc 6 days 3 hr- #71 6 min 22 sec - #73 40 sec '-i) 2 @B 20
. 3
No builds in the queue.
Legend EJRSSforall [EYRSS for failures [ RSS for just latest builds
Build Executor Status =
1 Idle
2 Idle

Page generated: Dec 16, 2014 1:23:31 PM  RESTAPI  Jenkins ver. 1.589
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Policy Threat ~

No Banned-deprecated

Security-Critical
Know what
you run
Applications
PP Security-High

OS Packages
Libraries
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Component -

| org.apache.struts :
| org.apache.struts :
| org.apache.struts :
| org.apache.struts :
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| org.apache.struts :
| org.apache.struts :
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Popularity

| org.springframework : spring-context : 3.0.5.RELEASE

| uk.ltd.getahead : dwr: 1.1.1

struts2-assembly : zip : all : 2.3.14
struts2-blank : war : 2.3.14
struts2-core : 2.3.14
struts2-mailreader : war : 2.3.14
struts2-portlet : war : 2.3.14
struts2-rest-plugin : 2.3.14
struts2-rest-showcase : war : 2.3.14

struts2-showcase : war : 2.3.14

| commons-collections : commons-collections : 3.1

| commons-fileupload : commons-fileupload : 1.2.2

struts-core : 1.3.10

struts2-assembly : zip : all : 2.3.14

struts2-blank : war : 2.3.14

struts2-core : 2.3.14

struts2-mailreader : war : 2.3.14

struts2-portlet : war : 2.3.14

struts2-rest-showcase : war : 2.3.14
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|7 10 years —|9

55y
100y I
31y
31y
31y
31y
31y
31y
31y
31y
105y
58y
74y
31y
31y
31y
31y
31y
31y

214 vy



Use the CI
Pipeline to
incrementally

improve
security
practices
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Synchronous
testing
occurs at

every build

£ Sonatype

Policy Name Threat Level

Security-High n

INHERITANCE

This Policy Inherits to
@ All Applications and Repositories Bank X Better Payment - 2016-05-06 - Build Report
O Applications of the specified Application Categ¢ Summary Policy Violations Security Issues License Analysis

This report provides security and license assessments for open source components found within an application.

CONSTRAINTS

Scope of Analysis

High risk CVSS score
is in violation if all of the following are true: 99 m L 192 39

Security Vulnerability Severity greater than or equals COMPONENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS

Security Vulnerability Severity less than 10
Security Vulnerability Status is not Not Applicable

%) Security Issues

How bad are the vulnerabilities and how many are there?

Critical (7-10) T[‘g’f:f 0 10 20 30 40 50
i | | ' ] i
v ] Th f ity it e he breakd
9 [ e e pr— — e summary of security issues demonstrates the breakdown
| of vulnerabilities based on severity and the threat level it
Severe (4-6) T —— poses to your application.
Jenklns The dependency depth highlights quantity and severity and
[ — distribution within the application's dependencies.
Jenkins WebGoat-Test "
# Back to Dashboard Maven project WebGoat-Test
, Status
— Polls Webgoat repo, builds on new commit
=+ Changes

. Workspace

{2 Build Now E
f
Workspace
P

® Delete Maven project

Configure
s 9 ~# Recent Changes
Modules

m Application Management

- Application Composition Report
["] it Polling Log

@ E

[

Dependency Depth



[INFO] Evaluating policies... (ETA 30s)

[INFO] === mmm oo oo o o o o
[INFO] BUILD FAILURE

[INFO] — == oo o o o e e
[INFO] Total time: 37.210 s

[INFO] Finished at: 2015-10-21T18:38:53+01:00

[INFO] Final Memory: 17M/496M

[INFO] === == mmm e e e e e e e o

[ERROR] Failed to execute goal com.sonatype.clm:clm-maven-
plugin:2.1.1:evaluate (default-cli) on project WebGoat: Sonatype CLM
reports policy failing due to

[ERROR] POIICY(NO Nign sec vulnerapiriciesy) 1

[ERROR] Component (gav=commons-fileupload:commons-fileupload:1.2.1,
hash=384faa82e193d4e4b054) [

[ERROR] Constraint (No secs) [Security Vulnerability present because:
Found 4 Security Vulnerabilities, Security Vulnerability Severity >= 7
because: Found Security Vulnerability with Severity >= 7] 1]




w Dashboard Applications Reports Administration -

Configuration & Simon Brandhof » Log out #m:

Dashboard Version 2.16-SNAPSHOT - 12 Apr 2012 04:08 ~ (Time changes. Manage dashboards
Hotspots - R
Reviews © SOALE Remediation Cost: 147.23.04:08 Violations " Blocker 0
SOALE A2.16-SNAPSHOT 1,148 + 2 Critical 0
a M 637 ¥
QA Rules compliance - ﬁ 178 -_
Time Machine 9 ! ‘
M 96.7% ¥ Info 333 4 mEm
y D
Components
; A AWA  TAA AMAA [AM AL AlAA
Q Violations Drilldown 1172011 12/2011 0172012 022012 0372012 042012 —
es I n g — Clouds
Eis‘gf‘ Code coverage Unit test success
o .
f oraries ‘;;23?;“’ :‘3;;5 . 68.7% 100.0%
outside o 406 & : 69.5% o covrage Otaures
sonar 110,305 lines & 171 packages 67.0% branch coverage 0 errors
. 23,838 statements & 7,029 methods & 2,597 tests &
Delivery Cycle
4:08 min &
Comments Duplications
7.7% 0.8% Package tangle index Dependencies to cut
o A
. 5,208 lines # 924 lines 7 10.1% gf :emee" packages
D e e d Ive 26.9% docu. API 49 blocks > 56 cycles clween s
4,272 undocu. AP 4 35 files
LCOM4 Response for Class
Complexity G000 1.1 [class 15 fclass
1.9 /method 1000 3.8% files having LCOM4>1
10.5 /class 2000 “© ;Zz
2
11.4 it o o 200
Total: 13,592 & ~ 10 100
©Methods O Files . I - .
2 3 o4 s 1 0 5 1020 30 50 %0
Events [ Al .
Tags oD
12Apr2012  Version 2.16-SNAPSHOT 325
06Apr2012  Version 2.15-SNAPSHOT 0 mandatory
) _ 325 optional
27Mar2012  Profle  Sonar for Sonar version 7 (0] 48 nosonar
02Mar2012  Profle  Sonar for Sonar version 6 (5]
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ReSU |tS View =

! VIOLATIONS & COMPONENTS APPLICATIONS

AFFECTED TOTAL
NAME APPS v RISK CRITICAL SEVERE MODERATE LOW
I I

commons-httpclient : commons-httpclient : 3.1 " 205 6
org.apache.struts : struts2-assembly : zip : all : 2.3.14 4 m 6
org.apache.struts : struts2-blank : war : 2.3.14 4 6

Be org.apache.struts : struts2-showcase : war : 2.3.14 4 6

tra n s pa re nt org.apache.struts : struts2-portlet : war: 2.3.14 4 6

ith

WI org.apache.struts : struts2-rest-showcase : war : 2.3.14 4 6

information
org.apache.struts : struts2-mailreader : war : 2.314 4 43 6

Wall Of commons-collections : commons-collections : 3:1 9 3

sh ame = yay org.apache.struts : struts2-core : 2.3.14 4 3
axis : axis : 1.2 5 “ 3
commons-collections : commons-collections : 3.2:1 9
org.apache.struts.xwork : xwork-core : 2.314 4 88
org.springframework : spring-web : 2.5.6.SEC03 6 36 57 6

Sonatype seprmne Prne “ -

ora.sprinaframework : sprina-context : 2.5.6.SEC03 6 “ 36 “



devsecops [ awesome-devsecops @Watch~v | 47 | JUnstar 228  YFork 57

<» Code Issues 1 Pull requests 1 Projects 0 Wiki Insights +

An authoritative list of awesome devsecops tools with the help from community experiments and contributions.
http://devsecops.org

devsecops threat-intelligence devops podcast
{® 80 commits ¥ 1branch © O releases 22 7 contributors sfs CC0-1.0
Branch: master v New pull request Create new file =~ Upload files Find file
& slietz committed on GitHub New persona images Latest commit 190e9c9 23 days ago
[ .gitignore Initial commit 2 years ago
G et [£)CONTRIBUTING.md initial upload 2 years ago
° I d ' [E LICENSE Create LICENSE 2 years ago
I nvo Ve L [E)README.md Additions from pbenjamin a month ago
[E)dso-dev.png New persona images 23 days ago
[£)dso-ops.png New persona images 23 days ago
[£) dso-sec.png New persona images 23 days ago
[E) p-blueteam.md Create p-blueteam.md 26 days ago
[£) p-developer.md Create p-developer.md 26 days ago
[E) p-operations.md Create p-operations.md 26 days ago
[E) p-redteam.md Create p-redteam.md 26 days ago
[£) p-security.md Create p-security.md 26 days ago

README.md

Awesome DevSecOps &

Inspired by the awesome-* trend on GitHub. This is a collection of documents, presentations, videos, training
= Sonatype materials, tools, services and general leadership that support the DevSecOps mission. These are the essential

building blocks and tidbits that can help you to arrange for a DevSecOps experiment or to help you build out your
own DevSecOps program.
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Public Component

) issues
TDD Test suite
Infrastructure Test suite

ZAP Proxy / N
Behavioural test suite Infrastructure tests ' Dev
Security Test suite (Gauntlt, Metaspoilt, OSS analysis) Chaos Monkey
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Repository Deploy \

Source Control

Red & Blue teaming
Security incident monitoring
AppSensor

Kibanah, Splunk

OSS analysis (NLC, OWASP Dep Check)
Static & Dynamic code analysis

Fuzz
Unit tests, BDD tests https://github.com/devsecops/awesome-devsecops

Developers




Thanks - References

*  Wired Article — Hackers remotely kill Jeep on Highway: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

* https://www.theregister.co.uk/2016/03/30/bmw_complies_with _gpl/

» State of Devops 2015: https://puppetlabs.com/2015-devops-report

* Rugged Devops Book: http://devops.com/2015/04/20/the-rugged-devops-ebook/

* Rugged Software: http://www.ruggedsoftware.org/

* DevSecOps: http://devsecops.org

*  “The Phoenix Project” by Gene Kim: http://itrevolution.com/books/phoenix-project-devops-book/

+ State of Software Supply Chain 2015: https://www.sonatype.com/state-of-the-software-supply-chain

* 7 Habits of Rugged Devops: https://www.forrester.com/report/The+Seven+Habits+Of+Rugged+DevOps/-/E-RES126542

* Verizon Data Breach Report: http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/

* CodeCentric Cl Example: https://blog.codecentric.de/en/2015/10/continuous-integration-platform-using-docker-container-jenkins-sonarqube-nexus-gitlab/

* FS-ISAC: https://www.sonatype.com/software-security-control-white-paper

* |EC-62304: http://www.iso.org/iso/catalogue detail.htm?csnumber=38421

*  PCI-DSS: https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dss

+ Reflections on NPMGate: http://blog.npmijs.org/post/141577284765/kik-left-pad-and-npm

 Lessons learnt again from NPMGate: http://www.sonatype.org/nexus/2016/03/25/npm-gate-lessons-learned-again/

DevSecOps toolkit: https://github.com/devsecops/awesome-devsecops
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